Secure Communications
over
Open Networks



Disclaimer

e Security requires a paranoid mindset
— If you're going to play then you need to
look at the big picture

— This tutorial Is Intended to give a
background on communications security

— You could spend your life doing this stuff
and still make mistakes

 Nothing Is secure




Just because you're paranoid
doesn’t mean “they” aren’t out
to get you.




The Elusive “They”

e During this tutorial, | will refer to “them”
a lot

— You decide who “they” are -- every
paranoid has different enemies
« Hackers / Industrial Spies
e Thought police
« KGB / SMERSH / UN
« CIA/IRS/ATF/NSA/NRA/U.N.C.L.E.
 Orbital Mind Control Lasers / llluminati / etc.



Before You Start

* Risk Assessment:
— What are you trying to hide?
— How much will it hurt if “they” find It out?
— How hard will “they” try?

— How much are you willing to spend?
“spend” means a combination of:
e Time
* Pain
 Money




Why Secure
Communications?

e To carry out a business transaction
— E-Commerce

e To coordinate operations (Command
and Control)

— Remote management
e To protect iInformation

— Privacy

— Confidentiality



The Environment

« Communications security Is the land of
cost/benefit analysis

— Make getting your data too expensive for
the attacker and they may not even try

— Make protecting your data too expensive
for yourself and you may be unable to
operate



Target Analysis

o Target analysis Is the (hypothetical) art
of analyzing a target’s communications
security to identify the weakest link

* You'd better do it, because “they” will do
It, too



Target Analysis
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Target Analysis

e Sweep your computer for bugs

« \WWork only inside a metal cage w/no
windows

e Store the computer in a safe

 Don'’t use the local power grid to power
your crypto systems

...etc. --I1t's all cost/benefit analysis
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Traffic Analysis

e The art of inferring about contents of
communications by analyzing the
pattern of communications
— Density of data
— Occurrence and timing of connections
— Duration of connection
— Seguence of connection
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Traffic Analysis

Field Commander BOMD
Here

|

Company Commander Company Commander

Infer a
command
structure

Field Unit ~ Field Unit  Field Unit from
message

"A-Time sequence
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Traffic Analysis in Open
Networks

* In open networks the majority of traffic
IS In the clear (unsecured)

... Therefore securing it becomes a dead
giveaway to the traffic analyst!

o |deally your secure communications will
somehow look like unsecure
communications or get lost in the noise

13



Traffic Analysis in Open
Networks

 Incidentally, US law enforcement
appears to be building an argument
around a mindset that “if it’'s encrypted
that indicates that someone Is probably
doing something they shouldn’t”

— |l.e.: Honest people don’t need secure
communications
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Traffic Analysis: Example

e Terrorist hit In Paris*

* French intelligence agency correlates
— All payphone calls near kill zone

— Ca

— Ca
cal

Is within “time window” of Kkill

Is to another payphone that makes a
outside of France within a 20 minute

period
— Iranian agent in south of France Is caught

*Amazingly,

this was reported in Time magazine
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Traffic Analysis: Internet

 |dentify software pirates by correlating
file download activity
— Large size files
— Download rate
— Frequency of particular files

— Correlate file sizes/volumes across
networks and you can backtrack users*

*Almost nobody keeps good enough logs to do this
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Covert Channels

e Low data-rate communications encoded
and hidden within another
communication
— Computers are great for this because they

are patient!

 Example: Let's say we agree that if | hit
your web site within an hour, it's a 1. If
not it’'s a 0. | can send 24 bits/day.
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Covert Channels com

e Signal theory applies to covert channels
— data rate == signal strength

— Noise reduction technigues can be applied
to detect and potentially recover the signal

 The more data your covert channel
carries the less covert it is*

— The happier that makes a traffic analyst

*Note that this applies to “stealth scans” and denial of service
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Covert Channels com

 Implication:
— If you are setting up a covert channel hide
where the Is already a high noise level:

« AOL Instant messenger (more on this later)
e The firewalls malling list :)

 Hidden does not mean secured

— It Just means that They have 2 problems to
solve instead of one: finding your
communications and then cracking them
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T E M P E ST(Transient Electromagnetic Pulse Standard)

 TEMPEST Is a defense, not an attack

— The attack is “Van Eck monitoring”
(http://jya.com/emr.pdf)

e CRTs and electronic devices emit
electromagnetic frequencies which may
be monitored

— Claims vary from short distances (10m) to
longer (300m+)
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TEMPEST con

* Peter Wright describes in Spy Catcher:
— A German intelligence office...
— British spies attempting to bug it by
sneaking in along buried power lines...

— Discover to their surprise that there Is a
signal on the power line...

— The signal is generated by code machines
and can be decoded into teletype output!
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TEMPEST con

 If you think They are going to come
after you with Van Eck monitors, you're
In deep trouble
— Use battery powered laptops

— Work quickly in electronically dead rooms
underground

— Run your TV and blender while you are
encoding and decoding :)
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Cryptanalysis

* Code-breaking Is very time-consuming
and requires highly specialized skills
— It’s a very expensive form of attack

— Affordable by well-funded government
agencies and research scientists

— Qutside the scope of “ordinary” hacking
activity
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CryptanalysIs con

o Usually it’'s cheaper to exploit other
flaws:

« Bad key generation

« Key storage / host security

« Buffer software flaws in surrounding code
* Error conditions that reveal data

— Use well-known and tested algorithms
— Worry about the other stuff instead
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Rubber Hose Cryptanalysis

e If your communications security IS So
good They can'’t break it...

...the only thing left for Them to break is
you Honest | really
||k

d|d forget my key!
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Key Purchase Attack*

 There Is no castle so strong that it
cannot be overthrown by money
- Cicero

.. How valuable iIs your data?

*Dan Geer
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Erasing Magnetic Media

* Deleting files permanently is actually
much harder than it seems - especially
If They can get the physical disk media

— Even overwriting data repeatedly doesn’t
work 100%: disk heads do not always align
the same way on a track*

— Commercial de-gaussers are not strong
enough -- co-incidentally

*See Peter Gutmann’s article at www.cs.auckland.ac.nz/~pgut001
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Advanced Paranoia

 Hopefully by now you are convinced
that you’re helpless

...Against a sufficiently funded and
motivated attacker, you may be...

But at least be expensive to attack!
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Goofy Comsec Stories: 1

 Peter Wright tells of Egyptians using a
Hagelin rotor-based cipher machine

— British agents place a bug in the code
room, posing as telco workers

— Whenever the Egyptians change their keys
the British listeners count the >click<
sounds of the rotors being set

— Reduces the strength of the cipher to a few
minutes’ guesswork
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Goofy Comsec Stories: 2

« Peter Wright tells of British embassy
staff using one time pads in a secured
code room

— Russians plant an audio bug in the room

— British cipher clerk reads the message
aloud as another enciphers it one letter at
a time

— An unbreakable cryptosystem is
completely sidestepped
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Goofy Comsec Stories: 3

e Soviet agents subvert an NSA
employee whose job It Is to destroy
classified documents

— Since the documents are to be destroyed
there Is no audit trail for futher access

— Instead of destroying them he sells them
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Spycraft 101

e |s this stuff useful?
— Probably not, hopefully

* Very very very hard to find information
about tradecratft
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Spycratft

e The actions of a secret agent are very
similar to those of a criminal
— But with a higher price if caught
— Most captures are a result of sloppiness or
external compromise
e Spy’s controller or cut-out is compromised

e Spy’s communications are detected

e Spy lives inconsistent lifestyle / breaks cover
(Aldrich Ames)
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Spycraft co

e “Legitimate Cover”
— Individual hiding within a legitimate role

— Co-workers and surrounds don’t know he’s
a spy

e “Organizational Cover”
— Entire organization is a front operation
— Everyone Is a spy
— Can re-enforce actions / cover eachother
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Spycraft o

e Choosing a cover:

— Use the least fictional material possible - a
“legitimate cover”

 |.e.: If you are a pro-quality photographer, use
that as a cover

e |If you don’t write good English, don’t pose as a
school grammer teacher :)

— Successful deep cover agents have only
one lie about their cover: who they work for
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Spycraft con

e Good covers for the high tech age:
— A security consultant
— A conference lecturer
— A developer in Microsoft’s NT kernel group
— A computer repair person
— A telephone repair person
— A member of the FBI computer crime
squad
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Spycraft co

 In large-scale operations, infiltrate
agents into the countermeasures forces
of the opposition

— E.g.: Kim Philby at MI6 and Aldrich Ames
at CIA

— DC drug dealers had cover agents in DC
police force communications dispatch
office!

— Such agents can payoff quickly!
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Spycraft con

« Traditionally deep cover agents have a
“controller” or cut-out who manages
them and feeds messages to home
— This Is one of the important purposes of

national embassies (e.g.: the US Embassy
In Moscow, and the Soviet Embassy in DC)

— This reduces the amount of data the agent

must transmit

* No need for powerful transmission system
38



Spycraft co

 Generally a spy and controller arrange
communication protocols and drops In
Isolation
— Maintain a few ways of getting in contact in

the event that the controller is
compromised or hit by a car

« (But if the controller is caught the spy Is In
trouble)

— Typically a dead drop message broadcast
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Spycraft con

e Set up 2 or 3 contact re-establishment
protocols

— Don’t use them except in an emergency

—“If you ever see an ad in the NYT ‘lonely
hearts section’ for a phlegmatic philatelist
In search of...”

e “love” == meet me at location #1
e “‘romance” == meet me at location #2
* “hot sex” == get out of town fast!

40



Spycraft co

* Deniability
— Consider maintaining a front cover that

would provide a plausible explanation

* |.e.: pretend to be a pervert or drug user - it’s
common enough and gives a good excuse for
being sneaky

— Only James Bond can survive getting
caught sneaking around with a silenced
gun and 2-way satellite radio
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Cells

» Terrorists / guerillas organize into cell
structures (rather than centralized
hierarchies like government intelligence
agencies)

— Cells are small working groups that have
cut-outs to other cells

— Team of 5, one team leader who knows
how to contact another team of 5, etc.
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Cel IS (cont)

* Central authority / coordination is done
by master cells in which each member
has a contact to another cell




Dead Drops

o A “dead drop” Is a location where a
message can be left:
— A hollowed bolt used in a park bench
— A soda can thrown out of a moving car
— A paper bag taped under a washroom sink
— A scratch on a painted wall
— An ad in a newspaper
— A song request on a radio station
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Internet Dead Drops

 The Internet is the ultimate hiding spot
for dead drops! :)
— A USENET posting

— A “mistaken” URL hit on a web site (the
mistake gleaned from logs later)

— A “bounced” E-malil message
— A spam E-mail message
— A SATAN scan / hacking attempt
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High Tech Meetings

e 2 people In an airport waiting lounge are
waiting for flights
— They never speak
— They are 30 feet apart
— One Is using a laptop
— One is looking at his pocket scheduler

— They are using their IRDA ports to
synchronize (encrypted) files
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Crypto Engines

 All cryptosystems use a key (a secret)
to process a message Into a reversible

form that is (hopeful
— The algorithms may
— The algorithms may

y) unreadable
ne simple or complex
ne strong (DES) or

junk (Caesar shift, AKA ROT-13)

 Don’t write your own unless you'’re
willing to devote your life to cryptology
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Key Management

 Key management is an extremely
difficult problem

— If you give the key to a computer it can be
stolen from the computer

— The human brain is used as “secure”
offline storage

— Key management, and by extension
cryptography, is about bootstrapping small
secrets Into bigger ones
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Key Management o

5-char password
In user’s head

Small Secret
INn “secure”
storage

Encryption
algorithm
128-bit key

Larger Secret
INn less secure
storage

2 )

Encrypted
1MB
Document

& J

Big Secret
ready to
transmit publicly
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Key Management e

* One key per communicating pair
— Pro: harder to compromise
— Con: expensive to set up and update keys
— May not work In battlefield conditions

* One key per “network” of pairs
— Pro: cheaper to set up and update keys

— Con: easier to compromise
— Works in battlefield conditions
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Secret Key

Assumes that a pre-arranged key Is
exchanged out-of-band

Key Is stored as safely as possible
Key Is replaced periodically

Does not scale to large installations
— Same key between all partners --or--
— Many keys to exchange and keep track of
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Public key

e Use clever mathematical tricks to
exchange a key with another party over
an insecure link

— Diffie-Hellman key exchange
— RSA key exchange

« Eavesdropper cannot access key

 Knowing you exchanged the key with
the right partner is still tricky
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Public Key o

* Public key (RSA) can also be used In
non-interactive exchanges

— One party publishes a public half of a key
pair keeping the other half of the key pair
secret

— The other party generates a message to
the first party based on their published half
which can only be decoded by the holder
of the secret half
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Public Key o

* Public key pairs may be used to “sign” a
message by encrypting it with the secret
key

e Recipient can check signature by
decrypting with the public key

— Usually instead of encrypting the entire
document a cryptographic hash function is
applied and the result is encrypted
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Public Key Certificates

e A “certificate” Is a co
public key (along wit

oy of someone’s
N other information)

that has been signec
Authority (CA)

by a Certification

o CA’s certificates signed by other CAs,
etc. forming a Certification Hierarchy

— Global hierarchy still sorting itself out and
probably will never happen

55



Problems w/Public Key

e Attacker can substitute certificates In
transit (if a CA Is not being used)

 How strong/how much do you trust the
CA’s security?

o Attacker can compromise the secret
part of a public key pair and
Impersonate one of the participants

— There are still secrets to keep
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How Public Key Usually Used

* Public key used to exchange a random
session key for link-level encryption

* Public key used to exchange a random
message key for an individual message

* Public key used to sign a transaction by
encrypting a cryptographic hash of the
message
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One Time Pads

A captured
KGB one time pad
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One Time Pad: Principles

 Vernam’s Cipher: use a key size equal
to the size of your document

e Theoretically and provably unbreakable
— Practically, it is very very difficult to use
— Key management is hellaciously difficult

 |deally suited to deep-cover moles or
individuals with low bandwidth
requirements
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One Time Pad: Principles .

Make a bunch of random data on a
CDROM

Give each party a copy; they go their
separate ways

To encode, Xor the message with the
“pad” and send the result

To decode, Xor the result with the “pad”
and you’ll get the original message
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One Time Pad: Principles .
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One Time Pad: Randomness

 One Time Pads data must be
completely random to be secure

— Do NOT use output of DES, a music CD,
etc.

— Do use:

 radioactive decay

 MD5 output of a series of video-capture frames
of a lava lamp in action

o amplified background noise, sampled
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One Time Pad: Exchanging
Pads

* The tricky part is exchanging the pad

— If you are caught with a one time pad it is
prima facie evidence of espionage

— |If the pad Is copied then you're completely
compromised

» Peter Wright tells of breaking into soviet spies’
houses and copying their pads then reading
their messages

— Make sure you give it to the right person!
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VENONA

e Soviets use one time pads to operate
deep cover moles
— Duplicates of pads were printed

— Duplicates accidentally are used to secure
communications for shipboard monitoring

— A British code clerk recognizes patterns

— For several years the British are able to
piece together tantalizing bits of KGB
communications
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VENONA con
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DES

« National Bureau of Standards Data
Encryption Standard
— 56-bit encryption algorithm
— Now obsolete against devoted attackers
— Still not too bad
— Many many implementations available
— Has withstood public scrutiny for 20+ years
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DES modes

ECB (Electronic CodeBook) - each
block always encrypted the same way

CBC (Cipher Block Chaining) - each
block encrypted with information from
previous block or initialization vector

CFB (Cipher FeedBack) - stream mode

OFB (Output FeedBack) - chaining
stream mode
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Basic DES Blocks

des_cbl ock kbl ock;
des_keyschedul e ksched,
char kp[ 512] ;
char ] nk[ 8], o] nk[ 8];

/* no error checking - this is an exanple */
fprintf(stderr,”? “,);

f get s(kp, si zeof (kp), stdin);
strcpy(j nk, "spamt!”);

des string to key(kp,k);

des set key(kbl ock, ksched) ;

des _ecb_encrypt (j nk, o] nk, ksched, DES ENCRYPT) ;
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3-DES

Use DES to repeatedly encipher with
different keys

Significantly improves over the strength
of plain DES

Encrypt with Keyl
Decrypt with Key2
Encrypt with Key3




IDEA

International Data Encryption Algorithm

128-bit encryption designed to be fast
Oon modern processors

Has been available for 8+ years no
cracks yet

Has similar modes to DES
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Hashes & One-Way Functions

« Cryptographic hashes take input and
“fold” it into an irreversible (we hope)
large number based on the total
iInformation contained in the message

 |deally a single bit change In the
message will result in a complete
randomization of the hash code

—l.e., 50% of the hash code’s bits will flip
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MD5S

 MD5 is very popular cryptographic hash
function
— High performance
— Freely avallable

— Beginning to be replaced with SHA-1
(secure hash algorithm 1) which Is better

— Very easy to use
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MD5 In Action

MD5_ CTX ct;
char out [ 16];

extern char *hex(char *);

foo(char *s) {
VD5 | NI T(&ct) ;

MD5_ Updat e( &ct, s, strlen(s) +1);

MD5_ Fi nal (out, &ct) ;
printf(“NMD5(\"%s\")

s %\n", s, hex(out));
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PGP

* Pretty Good Privacy

— Widely used and widely available file/Emall
encryption software

— Has been integrated into a number of
Email packages as a plug-in
e Very easy to use

 Just click to encrypt!
e There is no excuse for not using it
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PGP / Maller Integration
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PGP messages

« PGP messages combine many
algorithms:
— IDEA for message body encryption

— MD5 for message body hash/integrity
check

— RSA for key exchange of message body
DEA key

— RSA for signature of MD5 hash code
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PGP: Creating a public key

C.\ nmj r\ ARCHI VES\ ol d- bi n> pgp -kg
Pretty Good Privacy(tm 2.6 - Public-key encryption for the nmasses.
(c) 1990-1994 Philip Zimrermann, Phil's Pretty Good Software. 23 May 94
Distributed by the Massachusetts Institute of Technol ogy. Uses RSAREF
Export of this software nay be restricted by the U S. governnent.
Current tinme: 1998/06/04 10: 50 GVII
Pi ck your RSA key si ze:
1) 512 bits- Low commercial grade, fast but |ess secure
2) 768 bits- H gh commercial grade, nedium speed, good security
3) 1024 bits- "Mlitary" grade, slow, highest security
Choose 1, 2, or 3, or enter desired nunber of bits: 3
Generating an RSA key with a 1024-bit nodul us.

You need a user ID for your public key. The desired formfor this
user IDis your nane, followed by your E-mail address enclosed in
<angl e brackets>, if you have an E-nuail address.

For exanple: John Q Smith <12345. 6789@onpuserve. conp

Enter a user |ID for your public key:

f oo@ar. com
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PGP: Signing Someone's Key

C:\'nj r\ ARCHI VES\ ol d- bi n> pgp -ks

[-]

A user IDis required to select the public key you want to sign.
Enter the public key's user ID: jds@mth. okstate. edu

A secret key is required to nake a signature.

You specified no user IDto select your secret key,

so the default user ID and key will be the nost recently
added key on your secret keyring.

Looki ng for key for user 'jds@mth. okstate.edu':

Key for user ID: Jennifer Smth <jds@mth. okstate. edu>
512-bit key, Key | D 54BD8EE3, created 1994/03/30

READ CAREFULLY: Based on your own direct first-hand know edge, are
you absolutely certain that you are prepared to solemly certify that
t he above public key actually belongs to the user specified by the
above user ID (y/N? Y
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PGP: Adding New Keys

C.\'nj r\ ARCHI VES\ ol d- bi n> pgp \tnp\ci ac_pgp
[-]

File contains key(s). Contents follow...

Key ring: '\tnp\ciac_pgp. $00

Type bits/keyl D Dat e User I D

pub 1024/ 6CCB7419 1995/02/06 Cl AC <ciac@ | nl. gov>

sig 2334DE91 (Unknown signator, can't be checked)
sig 5BE1616D (Unknown signator, can't be checked)
sig 8395C749 (Unknown signator, can't be checked)
sig FCO0C02D5 (Unknown signator, can't be checked)
sig 4C33BA15 (Unknown signator, can't be checked)
sig 07567455 (Unknown signator, can't be checked)
sig 8015A109 (Unknown signator, can't be checked)
sig 6CCB7419 Cl AC <ciac@I nl.gov>

1 mat ching key found.

Do you want to add this keyfile to keyring 'c:\nmr\archives\ol d-bin\pub
(yIN? Y



PGP: Signing documents

C:\'njr\ ARCHI VES\ ol d- bi n> pgp -s foo

[-]

A secret key is required to nmake a signature.

You specified no user IDto select your secret key,

so the default user ID and key will be the nost recently
added key on your secret keyring.

You need a pass phrase to unlock your RSA secret key.

Key for user ID "Marcus J. Ranum Laptop/Mlitary G ade Key <njr>"

Ent er pass phrase: [ XXXOXKXXXXX]

Pass phrase is good.

Key for user ID: Marcus J. Ranum Laptop/Mlitary G ade Key <njr>
1024-bit key, Key |ID 9ACE2239, created 1994/09/ 16

Key is disabl ed.

Just a nonent. ...

Cl ear signature file: foo.asc
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PGP: Signing documents o

C:\'nj r\ ARCHI VES\ ol d- bi n>type fo00. asc
----- BEG N PGP SI GNED MESSACE- - - - -

this is a test

----- BEG N PGP MESSAGE, PART 01/00-----
Version: 2.6

i QCVAWUBNXaDgBLOs56azi | 5AQELAgQAWgej 6copo@Bi ngUi 5dY6g5kbNnSus4TL
2Q6Vh+hhD+z/ MLAVAKOJI Z/ nRexSXI +Vezj | A/ HHbU3zI1 Tgej mvAoA6bi +21 /rsT
oC5TgM OGs+n9JyOnxR89L41K7aq8pR0a/ dbDVJIyi xU2/ +s8dw TWbnBUAX2psLuv
bxl oi yli WLU=

=&ZXF

C.\'nj r\ ARCHI VES! ol d- bi n>
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PGP: Encrypting documents

C:\'njr\ ARCHI VES\ ol d- bi n> pgp -team bar.txt jds@mth. okstate. edu

Pretty Good Privacy(tm 2.6 - Public-key encryption for the nmasses.

(c) 1990-1994 Philip Zimrermann, Phil's Pretty Good Software. 23 May 94
Distributed by the Massachusetts Institute of Technol ogy. Uses RSAREF
Export of this software nay be restricted by the U S. governnent.
Current tinme: 1998/06/04 11:29 GVII

Reci pients' public key(s) will be used to encrypt.
Key for user ID: Jennifer Smth <jds@mth. okstate. edu>
512-bit key, Key |ID 54BD8EE3, created 1994/03/30

Transport arnor files:
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PGP: Encrypting Documents

(cont)

C:\'nj r\ ARCHI VES\ ol d- bi n>type bar. asc
----- BEG N PGP MESSAGE, PART 01/00-----
Version: 2.6

hEWDDTk pf | S9] uMBAgChW N/ 2t 8j yj UDnF83eGanyRXuxmxkmaf ni dCCp1nt yaq|
nMOobEYJv7TK3ROTTr af +J2CcgVLZvvKWDDr z2GqT7pgAAADdql | Y/ VsnSunenlClLz
J311 31 OvdQF WI+RXx!1 | 68XJJJgEDuUBql 1t PAnp7i 5+nQHA nKMW el ag

=b6MP

C.\ nj r\ ARCHI VES\ ol d- bi n>
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PGP: Decrypting Documents

C:\'nj r\ ARCHI VES\ ol d- bi n> pgp foo0. asc

Pretty Good Privacy(tm 2.6 - Public-key encryption for the nmasses.

(c) 1990-1994 Philip Zimrermann, Phil's Pretty Good Software. 23 May 94
Distributed by the Massachusetts Institute of Technol ogy. Uses RSAREF
Export of this software nay be restricted by the U S. governnent.
Current tinme: 1998/06/04 11:41 GVII

File is encrypted. Secret key is required to read it.
Key for user ID:. Marcus J. Ranum Laptop/Mlitary G ade Key <mr>
1024-bit key, Key |ID 9ACE2239, created 1994/09/ 16

You need a pass phrase to unlock your RSA secret key.

Ent er pass phrase: [ XXXOOXKXXXXX]

Pass phrase is good. Just a nonent......

This nmessage i s marked "For your eyes only". Display now (Y/n)?

[-]
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PGP: File Encryption

C:\'njr\ ARCHI VES\ ol d- bi n> pgp -c foo.txt

Pretty Good Privacy(tm 2.6 - Public-key encryption for the nmasses.

(c) 1990-1994 Philip Zimrermann, Phil's Pretty Good Software. 23 May 94
Distributed by the Massachusetts Institute of Technol ogy. Uses RSAREF.
Export of this software nay be restricted by the U S. governnent.
Current tinme: 1998/06/04 11:32 GVII

You need a pass phrase to encrypt the file.
Ent er pass phrase: [ XXXOXXXXXXX]

Ent er same pass phrase agai n: [ XXXXOXXXXXXXKX]

Just a nonent. ...
Transport arnor files:
C.\ nj r\ ARCHI VES\ ol d- bi n>

C.\'nj r\ ARCHI VES! ol d- bi n>
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PGP: Creative Uses

e PGP can be used to create self-
checking high-integrity message-grams
— Use for remote management

— Email to address which calls a script that
checks a PGP signature on a document

— If the document signature i1s OK then
execute the command (or just use the
message body as shell input!)
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Cryptographic File System

e CFSis auser-mode NFS server for
UNIX that overlays cryptographic
services onto the file system

 \WWorks on most versions of UNIX
(Solaris, BSD, etc.)

 Includes utility programs for attaching
and detaching, manipulating directories,
etc.
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Using CFS

* Typically in system startup:

if [ -x /usr/local/etc/cfsd ]; then
/usr/local/etc/cfsd && \
/etc/mount -o port=3049,intr |ocal host:/null /crypt
fi

e This starts the daemon and then NFS
mounts it via the loopback interface

* Then attach filesystems with catt ach

88



Secure File System

* Dos/Windows filesystem driver by Peter

Gutmann
www.cs.auckland.ac.nz/~pgut001/sfs/index.html

« Creates multiple virtual encrypted volumes on
normal media
— Works with most drives, including floppy disks
— Includes enhanced SCSI drivers
— Can quickly unmount and forget cryptokeys for
drives by pressing a hotkey
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Steganography

o Steganography is a valuable tool for
wanna-be spies
— It’s the electronic equivalent of hiding a

microdot on a postcard: hide your data
within other innocuous data

— Hide your ciphertext so They don’t know
you’re using cryptography and are
therefore a suspect worth watching
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Steganography o

« Romans used to implement this by
shaving a slave’s head, tattooing a
message on it, letting his hair grow
back, and sending him to deliver the

m eSS ag e Secret? Can't Hfatl)lr
. think of one
— Message possibly was | offtne top

. . of my head.
pre-enciphered with
Caesar shift (ROT-13)
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Steganography: Example

C. \tnmp>type steg.txt

In an ideal world we would all be able to openly send
encrypted mail or files to each other with no fear of
reprisals. However there are often cases when this is
not possible, either because you are working for a
conpany that does not allow encrypted email or perhaps
the |l ocal governnent does not approve of encrypted
communi cation (a reality in sone parts of the world).
This i s where steganography can cone into play.

C\tnp>snow -C -m "attack@l1l: 00" -p "passphrase" steg.txt out.txt
Conpressed by 18. 75%

Message used approxi mately 69.64% of avail abl e space.

C\tnmp>
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Steganography: Example

C. \tnp>type out.txt

In an ideal world we would all be able to openly send
encrypted mail or files to each other with no fear of
reprisals. However there are often cases when this is
not possible, either because you are working for a
conpany that does not allow encrypted email or perhaps
the |l ocal governnent does not approve of encrypted
communi cation (a reality in sone parts of the world).
This i s where steganography can cone into play.

C. \tnp>snow -C -p "passphrase" out.TXT
attack@l: 00
C\tnp>
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Steganography: Example

 In vi it looks like (with “set list”):

a A1 IEAY IEAY BN A RN a A $

In an ideal world we would all be able to openly send Al
encrypted mail or files to each other with no fear of a
reprisals. However there are often cases when this is a
not possible, either because you are working for a”l A
conpany that does not allow encrypted email or perhaps

the | ocal governnent does not approve of encrypted$

comruni cation (a reality in sone parts of the world).$
This is where steganography can come into play.$
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Steganography e

e Loads of steganographic tools on:
members.iguest.net/~mrmil/stego.html

 Hide data In:
—.wav files
— gzip files
—turn PGP files into “english text”

—.Jpg or .gif
—and many more!
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Steganography e

* Very cool JAVA program for
steganography!
Www.stego.com
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Authentication

e Why?
— Know who you are dealing with
— (Normally done In the “login” process)
« Authentication is a huge problem In
secure communications

— Who are you communicating securely
with?
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Authentication

Weak - Trusts the network

Strong - Relies on protocols that do not
require transmitting secrets over the
network

Any authentication worth using should
be able to resist an attacker even Iif the
attacker can monitor the entire login

Passwords are obsolete
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Authentication: Time Tokens

Username: mjr
[ 921810 ] > Password: 921810

Encrypted value used
instead of password

1234567890 <enterk

Server software
performs

same encryption and
permits access if values
match

Secret key contained in card
Key used to encrypt clock within card
Encrypted clock value displayed on LED
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Time Tokens

e You could build your own out of a palm
pilot with a minimum of coding
— Store a secret key
— Encrypt (time - (time % 60))
— Transmit that
— Server has key and time, does comparison
— Check on both “sides” to adjust clock drift
— Store clock drift value for best results
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Authentication:
Challenge/Response

Username: mjr

< Challenge: 29381
User enters PIN to “unlock” calculator

12345 User enters challenge into calculator

6 789 _ >

0 < S Calculator displays challenge encrypted
enter with secret key Response: 73234

| 73234 |

Secret key contained in calculator

Server software performs
same encryption and
permits access if values
match
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Challenge/Response

 Build your own challenge response
trivially using a palm pilot

— Firewall toolkit included authentication
module compatible with assurenet
pathways secure net key
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Authentication: Software

: FOO BAR BAZ Username: mjr

: OTTER EEL MO Challenge:key #430

. CAT LAMP < .
User consults challenge response list

Selects requested response number

: SNUZZ SNEEZE

: KISS WAG SNAIL

: FROB KNEE OM ¢
Response returned from list

Response: CAT LAMP

Printed challenge/response list Server software permits
stored in user’s wallet access if values match
Next challenge is #429
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Software

e Use OPIE

— Avallable from
ftp://thumper.bellcore.com/pub/nmh/nrl/

« WARNING: S/Key Is a pain in the neck
to usellll
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Authentication: Summary

 These days separate authentication (as
distinct from encryption / key exchange)

IS becoming obsolete
— For ease of use rely on something like ssh
or a VPN that integrates authentication

behind an apparently simple “Password:”
request
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Virtual Private Networks
(VPNS)

VPNs treat the Internet as cheap
backbone

Encryption provides integrity and
privacy

Encryption does not provide access
control

Encryption does not guarantee reliability

106



Virtual Private Network

Firewall

Internet

o \_/\M Protected
Network
= All traffic S
Remote across . |
Office Internet Is
transparently

encrypted
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Packet VPNs

Packet VPNs encode one packet inside
another and transmit it to gateway

Remote gateway verifies packet’s
Integrity then decrypts it and transmits it
on the local network

Application independent
May be multi protocol
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Packet VPN

Firewall

Internet

} Packet \ E'(?;VS”
Office // p

Packet 109

Protected
Network




Packet VPNs

e IPSEC
e SKIP

o Jillions of proprietary solutions
— Alta Vista tunnel
— Checkpoint VPN-1
— Raptor Remote
— Network Systems Corp, “sleeves”
.. elc.
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Application VPNs

 Like a firewall proxy that has been torn
in half

— One piece runs on desktop and negotiates
with a server on the firewall

— May not work with all applications

— But does not require modifications to IP
stack
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Application VPNs

Backend
Application

INTERNET

Encrypted
and
Authenticated

Desktop VPN
Agent

Encrypted Virtual Smart Card

. or X.509 certificate
on hard disk or floppy

Records
Retained
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Application VPNs

e Standards Track:
— SOCKS5
— SSH

e Jillions of proprietary solutions
— Timestep
— V-One Smartgate
— Microsoft proxy / PPTP
.. etc.
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Dynamic VPN Membership

 Permit systems to become temporary
members of VPN regardless of location

— Excellent solution for wandering
staff/remote access/business partners
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Dynamic VPN

Protected
Network

Remote user on

laptop becomes a
member of VPN through
dialup connection
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Dynamic VPN Membership o

* \When establishing remote VPN
members It is important that the end-
point node Is secure enough

— VPN member may become a jump-off point
for attack

— VPN member may accidentally route traffic
Into protected network
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Dynamic VPN Membership co

Protected
Network

. b re ak_ I N an d
member explmt

with
telnet
listener
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VPN Cost Savings

S.F.
office NYC
$5,000/mo T1 office
Miami
office
\c])?ﬁpcaen ‘l $25,000/mo 56k $3.000/m0 T1

(All numbers W.A.G.’s)
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VPN Cost Savings

S.F.
office NYC
$1,000/mo office
local T1 $2,000/mo
local T1
Miami
Janan e office
P l $2,000/mo $2,000/mo
office local 56k local T1

(All numbers W.A.G.’s)
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SSH

« SSH Is a popular application VPN

— Source for UNIX and a UNIX server Is
available for free

— A Windows client i1s available for a fee

* Free windows clients are appearing
— public.srce.hr/~cigaly/ssh/
— http://www.zip.com.cw./~roca/ttssh.html
— Can use RSA / certificates for
authentication, or passwords

120



SSH /Win32

@ S%H - tower_nfr_net

Sun05 5.5, Feneric May 1996

console g 27 11:

ptssl dug 27 11:

pts/z dug 27 11:

ptss4d dug 27 14:

ptsss dug 27 16:

ptsi7 Adug 27 15: [zpeedy. dumumford. conm)
ptsi3 Adug 27 20: (bbrzec.clark.net)
pta/s10 Auag 27 16: [Counami. dag.nfr.net)

Cower-20:21-mijr
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Socks

e Socks includes sources for a daemon
— Driver programs
— Application side APIs

— Winsock shims are available
(hummingbird.com

www.hummingbird.com/products/socks/

« Avallable from:
ftp://ftp.nec.com/pub/socks/

122



IPSEC

 |PSEC is the IETF’s standard for IP
encryption and authentication
— It Is not widely adopted
— It has taken forever to produce

— Vendors are producing incompatible (or
no) versions

— Only recently it's starting to look viable
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IPSEC o

* Right now single-vendor solutions are
the only thing that’s guaranteed to work

— This (should) change in the next year or so
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Dynamic VPN Membership

 Permit systems to become temporary
members of VPN regardless of location

— Excellent solution for wandering
staff/remote access/business partners
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Dynamic VPN

Protected
Network

Remote user on

laptop becomes a
member of VPN through
dialup connection
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Dynamic VPN Membership o

* \When establishing remote VPN
members It is important that the end-
point node Is secure enough

— VPN member may become a jump-off point
for attack

— VPN member may accidentally route traffic
Into protected network
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Dynamic VPN Membership co

Protected
Network

. b re ak_ I N an d
member explmt

with
telnet
listener
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Building a VPN

* You can build a VPN with scrap
systems for under $450 a site!
— Capable of handling T1+ speeds
— Uses imported/exported encryption (SSH)

— FREE except for the hardware
e P200mmx w/1gb disk
e Linux/BSDI/OpenBSD/FreeBSD/whatever
* Network card
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Building a VPN o

* This idea appears to have origiinated
with Olaf Titz

— Subsequent enhancements by Steve Berry
and Thor Simon

e This Is a simple refinement over early
VPNs (ca 1992) that used tunnel IP
drivers
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Building a VPN* e

Penti um 233 runni ng LI NUX (appears not to be CPU bound)
Thr oughput Mo/ S

Cypher Mean
3des|[ 4] 1.43
des 2.38 2.31
bl owfi sh 2.87 2.78
none 3.25
non- VPN 7.90

Per cent of

non- VPN
Cypher Thr oughput
3des 18. 1
des 30.1
bl owfi sh 36. 3
none 41.1
non- VPN 100

*Performance measures courtesy Steve Berry
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Building a VPN o

e The hack:

— Allocate a pseudoterminal

— Have a point-to-point crypto program listen
to It on one side

— Run pppd on the other side

— Then set routing up to make the traffic go
through the point-to-point tunnel
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Homebrew VPN

/dev/ptyp0 /dev/ptypX

Ssh listens to pseudotty
PPP configured azdrcof";st D?Crl;etf i
to send packets encrypted to remote ss

server over Internet
out pseudotty
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Building a VPN o

o Sample scripts for LINUX on:
— www.clark.net/pub/mjr/vpn/
e Sample implementation is in perl

— Most of the code deals with allocating
pseudottys

e Should interoperate transparently
between any UNIX systems that run
PPP (1)
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AOL Instant Messenger

 Instant Messenger is a free service that
allows multi-way communications using
opague “screen hames’
— No registration required

— Cannot trivially map screen name to a real
person

— High volume service hard to tap and may
defeat traffic analysis
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AOL Instant Messenger

... And you can use PGP over It, If you're
a spy
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Setting up the message

" Dagads - Inslard Mezzaps

fpsjljag: Ok, prepare to recerve message.

2 PGP - Kep Selection Dialog

Dislmas Dusds < devborEri rel:
| = Mamus J. [ anm - mpEni res

= Pail W, Lisingston < pasdieeEesols: com:
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Sending the message

*® Daguade - Inztant Meszage

Version; PGPfeeware 5.5.3 for non-commercial use <http fvwawrw.pep. com®

gANORIDEBw T4 Dph A7 390 SFAQRAC zecl ITVOP T AZGulHE R VEE T 3V gl S O
yO1+AGCE Mg FT2tmP 36dhbles T4 Q UTSOQFE 492 3yvgk EBTWw bk BT HE e o P71
gliEHg T eteZacghfgle 3 CijbfoncZdalV dB+Y Op I Toa AT AT QR ZIEDa i d Ty
oFLvwSml L3 6 SmBPPEP br+eQE L unE EZ T GO 23 a T3 Y e 3 Ap 92 Eal exdtm O3 Ty
g2hOk OFCTIZ317 8% TuSma BT i ST Cle 1 04k 2 A CR b Y VB REutlmgsfR EemS+reTlt
Z2mEXOHL FreGONI0E 3 O Sxd CETT e LE WV FE S dlei TEATTO GE TEKFEL2D
nqZc AT 0w TuZ CYHhdBischplsfqd Zywi3 2y tht PURCW T TR Sy Dim Qpk Culcrmib

efq33HW 33410 EH TEH TrumOK sGObEIpIphldF 65 7/ AESbZX CkghZiGLe Cupse XL
8 TFOHzVxGE jCT0 GyaTk Ve TV O oK W Y SMIPEXEK Oefdzw 1 FbLpPRMC2HAOEK
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Getting a message

* Daquade - Instant Message

MessagelD: c3090Zul 7 EF d156mpE0)

AN QFE 1 DBwkd D04 WEX I C/ Q0T
A 301w REL 3pbIF s VebnZz0 A4 1
tCH zzPp diTTp S QTE W OE qfwcfV 5
AVpuB O s 5 WHmEIeEStond 1vF

ogwule]HCEmEyoE s YIuFy Th Sphting
WL S0Hb SlewPyMBEw TV DG

c1+H6v QP Vel DozdaBhezl GEHy

bIuYOIPOELxQqd 1S Aeqwb VGGHd
E 1 TAATE 171 l "=

e




Anonymity and Privacy

o Within the next few years it’ll be safe to
assume that everything you do on the
web will be watched

— Not necessarily because They will but
because marketers will

— For secure communications anonymity
may be a requirement

* You don’t want your browser to tell Them who
posted that message to the dead drop BBS!
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Ways you lose anonymity on
the web

* Browsers cheerfully announce lots of
iInformation

—Who you are
— Where you came from

« Applications may publish feedback (e.qg.
“Microsoft Registration Wizard”)

* Query / online sales engines record
your interests (e.g.: Amazon.com)
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What your Browser Says
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Web stings:

« A company has an anonymously run
web site devoted to criticizing It:

— Personnel dept wants to find who from the
company goes there

— Posts to online web-based message board
a file with a hyperlink to a “clear” GIF on
the human resources server

— Records accesses to the GIF from systems
within company network!
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Anonymizing servers

 \Www.anonymizer.com offers a web
anonymity service

— URLs are forwarded and remapped so the

site can’t see your |IP address or browser
Information

e Build your own anonymizer service by
using someone else’s caching proxy

— Or an AOL account under a fake name :)
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Anonymous Remalilers

 Anonymous remailers privatize E-mall
by hiding the source path and sender

— Original was anon.penet.fi which was shut
down by government intervention

— Newer remailers are much more
sophisticated and don’t have a single point
of failure
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Anonymous Remailers o

 There are many free remailers on the
‘net:

www.cs.berkeley.edu/~raph/remailer-list.html

e Remailers can be chained

— Mixmaster remailer messages contain
multiple hops each of which is anonymous

— To compromise a message you’d need to
compromise several sites
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Using Remaillers

* Probably the easiest way to use
remailers is via Private Idaho

— Program that provides an easy interface to
remailing
www.eskimo.com/~joelm/pi.html

wkweb4.cableinet.co.uk/nmartin/pidaho.html
(WIn32 version)

— Supports cypherpunk and mixmaster
remailers
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Private Idaho WIn32

E} Pnvate Idaho 32-bit version

=10j x|
File Edt PGP Kewz Remailers Mewsgroups

!IE_'W""‘“chT E%!Iilﬂ%& =

presidentiE@whitehousze, gov CC:

[ &rrachment

Mo encryption 8| Cypherpurik

areplay. com
remaillerf@cypherpunks. ca
winzockiErigel coberpaze. net

miwiEzguinel. owl. de 2 93.97%
Meszage

ﬁ Hey. Bill,
SEND

99.91%

blah blah blak....
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New Technologies

 Unfortunately for Them, new privacy
and communication security
technologies are always popping up

— Many of these privacy technologies can be
bootstrapped into dead drops or covert
channels

... Bummer, eh?
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The Eternity Server

e A server intended to prevent data from
ever being destroyed

— To foil Scientologists, etc, who want to “un-
publish” information

— Uses PGP signatures to allow anonymous
control and posting of documents

— Web interface includes directory service
and searching
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The Eternity Server con

e The Iintent of the server Is to be censor-
proof*

— Which means a spy could avoid wartime
iInformation controls

— Eternity articles get posted to USENET so
They can’t even tell who Is reading them

*Let’s not post illegal material (child porn)
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The Eternity Server con

 The hope Is to eventually have enough
eternity servers sharing data that it
would be impossible for Them to ever
remove It

... Sounds like a great place for a dead-
drop!
www.dcs.ex.ac.uk/~aba/eternity
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Crowds

e Crowds is a web anonymity tool

— Requests from many web users are
batched together and shuffled

— The crowds service redirects the requests
to the correct user

— Can go through many levels of crowds
server to further shuffle
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C rOWd S (cont)

 Crowds sounds like a great way of
accessing a dead-drop or running a
covert channel

e For more information, see
research.att.com
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Rivest's Wheat and Chatff

 Instead of encrypting data
conventionally, simply break data up
INto many messages and then use a
shared message integrity check code to
verify the correct chunks

— Can be used with arbitrarily large or small
chunks of data
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Wheat and Chaff con

Msgl: attack at, ~ checksum: 118872AF Generate messages
Msg2: retreat at,  checksum: 726A16CD  gand checksum them

Msg3: 11:00AM,  checksum: AB172BA2 using pre-arranged key
Msg4: 1:00PM, checksum: 52AFFA11

Transmit all

Msgl: attack at, checksum: 118872AF Recipient throws away
=Msg2rretreatat——cirecksunT 726 A16CE ’
the ones that don’t
Msg3: 11:00AM, checksum: A8172BA2

ST OO P ——CHTETkSTTTS AR A checksum as valid
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Wheat and Chaff

* It’s not really much different from
ordinary encryption
— There’s a shared secret (key)
 Mostly a political dodge to confound
export regulators

— Might be useful for spies

— Might be useful combined with USENET or
Eternity servers
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The Regulatory Environment

e Many countries regulate use or export
of encryption (more precisely:
communication security) technology

— Some restrict it solely to military use
* Obviously, the stuff Is extremely
available

— But restricting it creates an environment in
which users paint a target on their backs
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The Regulatory Environment

(cont)

* In the US, export of crypto Is regulated
— Crypto using less than 40-bit keys is OK*

— The rules are deliberately vague in some
areas
* Individual export applications per product

o Grey area regarding API calls versus plug-ins:
IS Window’s cut&paste a crypto enabler?

— Intent is to try to delay use of crypto

*Because it's junk
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The case for personal secure
communications

 Many of us believe we have a right to
carry on our legal activities free from
survelllance and in private

e Governments have not always been
very good custodians of our secrets (do

you think your tax returns are private?)
and we should not have to trust their

diligence
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The Feds' case

e Secure communications do pose a vast
threat the the powers of government to
carry out its military and law
enforcement objectives

« With secure communications it IS
Impossible to differentiate a crime In
progress from an ordinary message
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Sources for crypto

 Peter Gutmann’s links page:
www.cs.auckland.ac.nz/~pgut001/links.html

 One of many places to get PGP:
www.csd.uu.se/~d95mno/PGP.html

 Those freedom-loving Finns:
— ftp.cs.hut.fi
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Technical References

« Applied Cryptography : Protocols,
Algorithms, and Source Code in C

— Bruce Schneler ISBN 0471117099
 Internet Cryptography
— Rick Smith ISBN 0201924803

* Peter Gutmann’s Crypto Links page
www.cs.auckland.ac.nz/~pgut001/links.html
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Spy-Tech References

o Spy Catcher
— Peter Wright ISBN 9991065474

 The Corona Project: America's First Spy
Satellites

— Curtis L. Peebles ISBN 1557506884

e Skunk Works
— Ben Rich, Leo Janos ISBN 0316743003
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Paranoid References

« Janes’ Counter-Insurgency catalog

—lan V. Hogg(ed.) ISBN 0710611390
* Arsenal of Democracy
— Tom Gervasi ISBN 0394423283

« An Appraisal of Technologies of Political
Control

& European Parliament / STOA
jya.com/stoa-atpc.htm
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No Comment Needed...

Back in 1984, it emerged that US export regulations even had special customs codes form such items as 'specially designed
instruments of torture' (US Department of Commerce, 1984) There was even some suggestion (in para 376.14) that the US
government could distance itself from human rights violations through ‘judicious use of export controls'. (US Department of
Commerce, 1983). Concerned by the possible scale of the trade in such technologies and the possibility they could be exported
on via Europe which has much laxer arms export controls and transparency than the US, the UK human rights organisation, the
Omega Foundation, sought comprehensive US export trade statistics. A Freedom of Information request was put down on
Omega's behalf by the Federation of American Scientists (FAS).

What emerged was that the new category codes in the export administration regulations have if anything been extended to include, inter
alia:
* 'saps, thumbcuffs, thumbscrews, leg irons, shackles and handcuffs, specially designed implements of torture, straight jackets etc.
(OA82C)" and

* 'stun guns, shock batons, electric cattle prods and other immobilization guns (OA84C)' (United States Department of Commerce
1994).

The statistics of the export licences of such repressive equipment show that from September 1991 to December 1993, the US
Commerce Department approved over 350 export licences under commodity category OA82C. The further category OA84C
aggregates together data on electric shock batons with shotguns and shells. Over 2000 licences were granted from September
1991 to December 1993. (See Chart 13) As feared, the list names many EU Member States including Austria, Belgium, France,
Germany; Iceland, Ireland, Italy, The Netherlands, Spain and the United Kingdom. While the licenses represent a snapshot of
permissions for the sale to go forward, they do not indicate actual delivery, nor are they comprehensive since countries in NATO,
such as Turkey, do not require a licence (Arms Sales Monitor, 1995). FAS has pointed out that aggregating data in this way, by
lumping noncontroversial data on equipment such as those on helmets with controversial data on equipment often used for torture
such as shock batons, effectively frustrates public oversight. Given the nature of some of the recipients - Saudi Arabia for
example, where Amnesty has already recorded instances of Iragis being tortured with electric shock batons (Amnesty
International, 1994), many observers feared the worst.166 Pressure to desegregate such categories in the US eventually proved
successful but there remains a lack of effective checking and some items which should be in the amended category, are still
slipping through.167 ....
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Paranoid Web

e Wwww.nsa.gov:8080
— The National Security Agency
— Includes the VENONA intercepts

e WWW.Nro.odci.gov
— The National Reconnaisance Organization
— Includes Corona satellite images
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Imagery

1967 Corona Satellite
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Corona VS SPOT (commercial satellite)

Corona,
1971

Site is Israel’s Dimona nuclear reactor dome
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Russian Satellite Imagery




SR-71 Imagery

Cam Rahn, Vietham 1978 w/Soviet Aircraft 171



KH-12 IMPROVED CRYSTAL
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Lockheed “Sea Shadow”

This is the boat they claim was ‘cancelled’;
presumably this is just a computer rendering...
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Jane’s Co-In Catalog

e Out of print, published in 1993, Editor
lan V. Hogg; now (understandably) rare

— Contains antiterrorist (or antipopulation)
tools

— Surveillance tools
— Communications monitoring tools
— ISBN# 0 7106 0868 3
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Toys from Jane’s

Istec Inc.

Lstee Inc., 18100 Highway No.6 N, Hamilton, Onario L9J 1142

Wescam stabilised camera mount

The Wescam mount is @ remately-cantralled. Mullv=stabilised mounting wriit
which can be used to carcy virtually any tvpe of CAMEra or SCnsor mounted on
an aircraft, boat or vehicle, For security and surveillance Lasks, the use of the
Wesenm mount allows close control of horders and sensitive installations,
speed in seareh and rescue missions, ease of identilying traific, unabirusive-
ness in observing smuggling operations, and the ability 1o make a visual
record for Muture reference. With Wescam it is possible 1o maintain & discreet
distance and yet obtain close-up detail for intelligent evaluation,

The standard Weseam mount can accept many different sensors, and
sensors can be readily interehanged or integrated into one package for flexible
use. Modular design is the key to this flexibility. Mounts are avilable for many
helicopters and RPVs and can be adapted to any type of vehicle. Sieering is
sccomplished by a joystick control, and the system is capable of revolving
continuousky Uirowgh the full 3607 and of clevating wp 30% ar down 907 from
the horizantal, Both steering sensitivity and direction ean be altered from the
control console. A domeenclosure For the sensors, with atracking flat optical
glass porthole window, provides environmental protection and erystal clear
TR,

Actual video tape image. using Wescam mount, showing vehicls license
read at distance of 1 ke and speed of T60 km/hr
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ommunications Devices Ltd

mmunications Devices Lud, 6 Riverside Park, Dogflud Way, Farnham,
urrey GLIS TUG

elephone monitoring system
lis system has o capaeity of from ten o several hundred lines, Unigue
prures include target number surveillance and automatic busy indication;
imultaneous speech, day/time and called number recording; ring connier:
date/ time, called mumber and targel number search and playback: vanable
peed playback; interactive CRT wouch-sereen controls with CRT display of
jate/ time recording actually made an playback: high performance three-
lmotor tape drives with microprocessor speed and tape motion control. The
gwstem can be provided with either onc recarder per ling or in a ¢ost and space
elfective switching matrix configuration with a reduced number of recorders.

RTET MLt pr i ajam P

Telfepharne menilering system

Facsimile monitoring system

T'his system continually monitors ten telephone lines and provides the

intelligence and naticnal seeurity authorities with an exact printed copy of all

received and transmitted facsimile messages, Indication is provided 1o show
when the lines are idle and when they are being used far welephone or facsimile
LFRAS T3 RO,

Facilities are provided to menitor the audiosignal, for remete control of an
external tape recorder, and to cul off unanthorised facsimile transmissions,
Options include hard and soft dise storage [or subsequent ervptoanalyss.
four-wire intercept, and a cost- and space-¢ficctive linc concentrator.

Facsimile monzoring systiem

Telex monitoring system

This system simultancously moniters ten lelex or twx lings and records the
intercepted communications on a high-speed printer. The printer provides o
precise record of incoming and owtgoing calls, including the number called
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Model 300 countersurveillance receiver

Model 300 is a compact portable system specifically designed for
eehnical Surveillance Countermeasures {TSCM) applications. The wide
rquency band covers maing carrier intercoms at one end to microwave
namilters at the other, [t provides the ultimate degree of flexibility through
use of the 80 microprocessor and expressly engineered software. The
Bl recognises individual Electronic Signature Sound Sources, which can be
laced 1 strategic locations throughout 4 surveyed area. This unigue method
ol electranic discrimination speeds the search for a transmitting device by up
1o 5%, By incorporating asensitive dirgctional homing device the Model 3040
uill pinpoint the exact location within inches,

The Madel 300 lends itsell 1o a variety of control capahilities that provide
ncal or remote agtomatic, a5 well as local manual control, The dedicated
Levpad and selectable resolution tuning provides full contral over all
perations. Detection modes are selected by single kevpad controls covering
ndividual ar simultaneous demoedulation, Computer selected [F bandwidihs
an be manuvally overridden at the aperator’s discretion. In the autemaltic
uning mode the Model 300 provides the option of a full spectrum scan or
sglectable programmed [requency scans, through any of the three sectars
provided.

DATA

Operating modes: AM, FM, WBFEM, USB, L5B, DSB, CW, 5C, tuned
subcarrier and carrler current

Frequency range: 1 kHz 1o 2,5 gHz

|F Bandwidths: ] fixed, 7 automatic, with manual override

‘Attenuation control: betier than 40 dB in 7 steps

Receiver sensitivity: better than Suv at 10 dB S+N/N

Power supply: [10/240 % AC 5060 Hir 12 - 14 ¥ DC

Dimensions: 480 % 507 x 207 mm

Waight: 2215 kg

Winkslmann Model 300 countersurveillance recefver

Model 4000 computerised telephone
monitoring system

The M odel 4000 telephone line monitaring equipment can be used to moenitor
and record telephone conversations, It will give a printout of start and finish
limes of calls, numbers dialled (if outgoing) and the lines the calls are made

from. 11 is fully cx pandable to meet the needs of the customer, This flexibility
has been achieved by the use of standard 19-inch rack units and distributed
processing throughout.

The basic configuration for the equipment is one Master sub-rack unit (20
high}, any number of slave sub-rack units (3U high) and the corresponding
number of cassette drive units (2 % 51 high per slave unit), The Master
controls data input; output and provides a real-time clock for the system. The
Master ‘talks” to the variows slave units by cable link and can be situated
remotely (up 1o 3 km away). The slave unit consists of a power supply card,
logeing printer card (logs up to |6 lines), slave processor card, and up to four
telephone interface cards (four lines per card ). Each casette drive unit consists
af 16 stereo cassetle mechanisms, twa casseties per line monitored; thus for
the full 16 lines available in one slave unit twe cassetle drive sub-racks are
required. A separale power supply is required for cach complete (two units)
cassete drive - this will be incorporated in the Madel 4000 wnit.

The Master unit has a keypad data entry and a 40-character alpha-numeric
display. Functions available from the unit are time of day display, master
logging, special numbers facility; associated numbers Tacility, password
fagility, self-test routines and states display, A full RS232 compatible port is
available, enabling adumb terminal or a computer (o be used as a supervisor
console. All the Master programme functions are available from this console.
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Master/Slave Receiving and
Monitoring System

Tha mastersslave rocelving and monitoring  system
makas use of a mpsler recenvar (designated R-3510]
andirom 1 1o 7 slave recelver chagsls units (doslgnaied
A-3511)

The system oparates from 20 to 720 MHz. The
maskes receier provides spectrum sweep and channal
seanning capabliles and allows lor aulomalic or

manual hand-0ff of a signol whem i1 has detected
arergy abcve a presel throsheld. Theso slanals are
nanded ol 10 one of s2ven slive chassis unils, sach ol
which contalng six manitarng receners. An IECE-4808
Bus controld ihe syshonm.

Each receivar in the systam, incheding e ong in the
master chassls and each of ine six In ihe slave chassis
units, is compased of live Indridually shiglged modulas,
These modules ane idenlical for 2l recebears, In addition
1o lhese le modukes, each chassis conlping an RF
snal distrioubon medule,

Medes am AM and FM and resolution s 1 kHz

Synthesisar lack time is 30 ms maximum and AGC range
and thraghekd is 3 in the 25 kHz bandwidih ovar pr 80
dB minimum dynamis ranga.

The system meets: MIL-STD-810D for shock and
vibration amd vanows requinemants of MIL-E-54008 and
MIL-STO-&61. The masier and slave dimansions an 483
mm rask maunting utilising 133 rmm of space wilh 508
mim af depth. The mastor ¢hassis welghs = 13.5 kg and
1he slaeg < 24.76 kg,

Manufaciurer
Cubic Communizations, San Diega,

Modular Receiver Subsystems

Thi modular recever subisyslem i a varniable design
suﬁ&-ﬁ:en :3-1‘1):}50:! ol ph.-g-.n FeOuas us.ed‘l [+
achigve a desired funciional confiouration. Form
factars are compatiole with ATE and 483 mm rack-

MSS-1200 Transportable
Surveillance System

The BES- 1200 ﬂ‘.hlS =gnal delociinn, collgclian and
analysis oves the Trequency range 10 kHz to 1200 MHz a
amaximum scan raie of 1.5 MHz/ms, Dual indopencent
rECiaETs pa frvl simu i anenas Eﬂn"l::l:tlcll'l and L'l"ll]lyRIS- o
detecied signals. The sysien can be manually operaed

mounfed drawers. Avallable cenfigurations are cur-
rontly fully militansed and include FFT pracessors for
lagl acquisition as well as buill-in fest, Frequency
ranges availatle are 1 kHz 1o 2 GHz. Configurations
are avadable for both wideband and nargwband
apphcations

The MAS-AN00 has & frequency rangd of 20 ta 500

MHz and & tuning resalution of 1 Hz [WHF). It has a nose
figure af 14 d8 and & receivar Wwining time of 100 ms,
Second érder intarcept point is + 45 dBm maximum,
and third order +5 dBm maximum,

Manulaciurer
Magnavax Electronic Syaterms Go, Fart Wayna, Indiana.

of sel i aulematic moede 1o pIEVte 3 1esponss Wik
particular critena are met, IF bandwidths ore 3, 8, 15, 50,
300 kHz ang the IF outpul Is 21.4 MHz, The systam 8
pariable, welghs less than 20 kg and maaguras 279 =
381 = 58 mm, i is abic 10 oporale from 1157220V AC or
from 28 ¥ DC

Manufacturer ]
Rackwell International, Celing Avionizs aad Communi-
cations Drisicn, Cedar Rapds, lowa,
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CCS Communication Control Inc

CCS Cammunication Contral Ine, 160 Midland Avenue, Part Chester MY
10573

Covert video surveillance system Series 2000
This is & series of disguised CCTY camerass which permit surveillance to be
carried out in factories, alfices and elsewhere. Each unit consists af @ camera
and transmitier capable of sending video and aodio signals (0 a nearby
recetver where the pictures can be studied and recorded, Type CWS2010 has
the camera disguised as a fire extinguisher; CVE2020 a5 a leather-bound
Book: OV S 2030 as an attachi caser CVES 2040 as a picture frame; CVE 2050 a5
astereo radio set; and CW5S 2060 as o decorative wall clock. Each will provide
high-resclution images and transmit them wp to 8 kim away, depending upon
conditions, T he camera has o wide-angle lens and automatic s, and a special
high-sensitivity camera can be used for low light levels, The camera can he
activated by remote contral or by magnetic, acoustic or other tvpes ol sensor
Lo suil particular reguirements.

Antenn-Eye AE60 surveillance system
The AESD resembles o standard telescoping car antenmna, but inside is a
micro-miniature lens system. Beneath the car’s fender, in the place wherne the
antenna mechamsm would normally (i, i the comera and transmitler unit,
Roth entirely concealed from view, There are four antenna units;, three have
lenses covering 107, 457 and 60° fields of vision and the Courth isa dummy, ta
be inserted when the undt 1= not in wse, When observing, the antenna shaft
rotates continuously 1o give a full 3607 view of the surveved area

It i, of course, possible to adapt thas unitl ta other localities, for example
ane could mount the unit instde a portable TY or radio set and vse Lhe set's
antenna for observing, other applications will doubtless come to mind,

A

n e ! S (cont)

CAMERA LENS
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Goodbye

...and good luck!
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